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Abstract

A generic linear mathematical model is proposed to represent the dynamics of bandwidth usage, network topology,
and host processing power in large scale Peer-to-Peer (P2P) networks. Feedback control theory is employed to ana-
lyze system stability and query controllability, as well as deriving an explicit solution for the bandwidth usage. The
proposed model and analysis methods can be applied to various P2P networks, such as broadcast based P2P net-
work, super-peer based unstructured P2P network, and distributed hash table based structured P2P network. The
synthesis of the model is also presented, which adaptively adjusts query rate in order to properly control the band-

width usage.

1. Introduction

Peer-to-Peer (P2P) overlay networks and applications
built upon them have greatly prospered in the past dec-
ade. P2P networks enable information sharing among
large number of users without significant assistance
from dedicated servers. How to efficiently find target
information is one of the major research topics on P2P
networks. Napster and BitTorrent P2P networks indeed
depend on centralized directory servers which maintain
index information collected from publishers and peers.
A peer should direct its query to these servers before
downloading real data from other peers. Gnutella [1]
first introduced an open and pure P2P network where
each peer broadcasts its query to neighboring peers.
And neighbors forward the query further until a target
peer is found. But this type of query ‘flood’ may take
too much network bandwidth so that the low bandwidth
peers become bottleneck. To address this issue, updated
Gnutella [2] and other popular P2P networks such as
KaZaA [3] adopted a super-peer concept, where some
well-connected peers act as super-peers that receive
queries from other low-bandwidth peers (called /leaf)
and search on behalf of its leaves. As a result, queries
are only broadcast among super-peers. All these P2P
searching methods are called unstructured because of
the broadcast of queries. Some highly structured and
efficient P2P searching algorithms have recently been
proposed, for example, Chord [4] and Kademlia [5].
They all employed Distributed Hash Table (DHT) tech-
nique to share the searching control information among
peers themselves. Most popular P2P networks have also
integrated DHT-based search protocols.

While various searching algorithms have been proposed
and implemented in large scale P2P networks, most
performance analysis is based on intuition, observation,
or limited measurement. This paper proposes a general
mathematical model which can be employed to analyz-
ing various P2P searching algorithms. Instead of static
study, the proposed model captures the dynamics of
system states. It can be formally analyzed by feedback
control theory in state space. The synthesis of the model
derives an adaptive algorithm that further improves or
optimizes the system performance. The remaining of the
paper is organized as follows. Next section briefly in-
troduces related work. Section 3, 4, and 5 present the
model, analysis, and synthesis, respectively. Last sec-
tion concludes the paper with summary and further re-
search directions.

2. Related Work

There are many varieties of unstructured [6] and struc-
tured P2P search algorithms [7]. A good review of them
can be found in [8]. Some early performance analysis
was based on measurements. [9] studied the population
of peers participating Napster and Gnutella based on
measurement in about a month. The peer behaviors,
such as how often peers connect and disconnect from
the system and the degree of cooperation between peers,
are characterized. [10] employed light-weight meas-
urement based techniques to optimize the peer selection
performance. These studies only investigated the static
behaviors in P2P networks. In [6], a probabilistic model
was used to analyze the dynamic query behavior. [11]
introduced Search/Index Link (SIL) as a graph repre-
sentation of broadcast based P2P search network. [7]
analyzed the resilience of structured P2P systems by



Markov-chain where the query might be wrongly for-
warded with certain probability. This approach only
works for the resilience analysis, with assumptions that
all peers are evenly distributed. [12] provided a generic
closed queuing network model for P2P file sharing sys-
tems. But the model did not help to analyze the search-
ing capacity and other system criteria. [13] presented a
simple fluid model and a game-theoretic model for Bit-
Torrent-like networks. But the study is focused on the
steady-state performance of data sharing. [14] tried to
reverse engineer the Skype protocol by analyzing the
Skype network traffic. But there is no real performance
analysis involved. [15] proposed P2P searching algo-
rithms for mobile wireless networks, but no analysis
result is provided. [16] tried to optimize the random
walk searching algorithm in unstructured P2P network.
[17] is the first to introduce feedback concept to P2P
systems in order to make it adaptable to the dynamics in
a P2P system. But how to design the feedback system is
guided by heuristics instead of control theory. In the
following sections of this paper, a dynamic state model
for P2P searching will be presented, analyzed, and syn-
thesized via feedback control theory.

3. Model

The major resources of a P2P network are the commu-
nication bandwidth and peer’s processing power. De-
signing a P2P search algorithm is affected by the fol-
lowing aspects of the system [18]:

e Data and/or index location: how far the target data
itself or the index information of the target data is lo-
cated from the requesting peer.

e Network topology: through which connection(s) a
query can be sent out.

e Routing policy: broadcast based unstructured routing
or structured routing.

e Processing power of peers: the speed of each peer to
process incoming queries.

To accommodate them, a generic model is proposed:

% () = éaijxj(t) + ébikuk(t) (izl-n) (D)
x(0)=0
where x(t) =[x, (t),
system of n peers. The state xf) of each peer i repre-

sents the aggregated query data processed by this peer.
Therefore, X(t) is the bandwidth used for searching.

-, x, @] is the state vector of a

The input vector u(t)= [u1 @, -, u, (t)]T is the
search rate of all peers. For the sake of simplicity, we
assume that the search rate has already been converted
to the corresponding query data rate with unit
bits/second.

The state matrix A(?) is affected by network topology,
routing policy, and the processing power of each peer.
Specifically, a;(f) (i=1,---,n) is negative, whose abso-
lute value represents the processing rate of peer i. a;(f)
(i, j=1,---,n;j #1) are non-negative numbers denoting
the rate of query data x(¢) from peer j to peer i. a;(?) is
positive only if there is a communication link from peer
j to peer i and peer i is chosen as peer j’s next hop by
the routing policy. In order to reduce redundant query
forwarding, after a peer i sends a query out, it will never
process the same query again.

The matrix B(f) represents how each query is sent out. If
by(®) (i,k=1,---,n) is positive, it means that the query
originated from peer £ is first directed to peer .

Basically, the general state space model [1] of a P2P
system of n peers involves all the aggregated query data
states. The dynamic of each state x,(f) of peer i is deter-
mined by the processing speed a;(f) of peer i itself and
all the queries directed to it from other peers, where
queries may be forwarded from another peer j through
link a;(f), or directly from another peer k with query
rate u(¢f) and coefficient b;. The reason that a;(¢) is
negative is that each peer processes incoming queries
and always keeps making the incoming data smaller by
a negative rate.

4. Analysis

Given the general model (1), we will analyze it by an-
swering following fundamental questions.

1) Is the whole system stable? That is, is it
possible that a peer’s state keeps increasing to
infinity or oscillating without converging
asymptotically?

The answer is that the whole system is stable and will
go arbitrarily close to the static state after finite period
of time.

The proof is as follows. First of all, due to linear nature
of the state space model (1), we can investigate every
query input u; separately so that the actual state is the
summation of the states corresponding to each input u;.
Second, without loss of generality, we assume a single
query input u;, then we can switch the position of every



pair of states x; and x; when i <j and a; > 0. By this
way, the peer closer to the origin of query will have
smaller index in the transformed state space model be-
low,

R(t) = A()R(t) + B(t)u, )
2(0)=0

where X(t) is a re-ordered state vector of x() and the
new state matrix A(t) is of a lower triangular form:

4, 0 - 0 1
R a, 4, : R
At) = 2 % ; , B
aA’nl én2 aA’nn nxn 0 nx1

This is due to the fact that after switching positions,
states with lower index will not accept the same redun-
dant queries from higher index states. Also note that this
kind of orthogonal transformation does not change the
eigenvalues of the state matrix A(f), neither does the
stability property. Therefore, we just need to investigate
the stability property based on the new state matrix A(t)
which is easily proven to have eigenvalues: ayy, ..., @,
which are all negative. This implies that all states are
asymptotically stable [19].

2) How far can a query go, or can a query
reach all other peers in a given network topology?

The answer is that it is not always true that a query
can reach all peers. It is true only when the following
condition holds:

A

a #0,fori=2,...,n 3)

i(i-)
This condition implies that, in order to propagate a que-
ry to all peers, every peer should have a network con-
nection to its immediate next neighbor in state vector
%(t) . The proof is based on the definition of controlla-
bility: a linear system is controllable if there exists an
input u(¢) such as to drive the state x(#j) at time fy to an
arbitrary value x(#,) in a finite period of time #,— £, > 0.
For the general model (1), the controllability property is
equivalent to the following condition [19]:

rank[A-41 B]=n (4)

where J, is one of the n eigenvalues of A. By this con-
dition and the fact that orthogonal transformation does
not change controllability, and the eigenvalues of A(t)

are apy, ..., dn, the sufficient condition for a query u; to

be propagated to all peers is (3). If condition (4) is not
met, it is straightforward to find how far a query can go
by looking for the first zero from sequence &

i(i-1)
(i=2,...,n).

3) Is there a closed form solution to all states in
model (1) and (2)?

The answer is yes and the solution is:

ﬁi(t) = (ul/_ én) (l_eéut) (5)

k-1 A ¢
- _ a. X (S
xAQ=qu}Au§ly (k=2,...,n)
iz (S—au)
where L™'{.} represents the inverse Laplace transform of
{.}, and x(s) is the Laplace function of x().

Following the same argument as that in question 1), we
only need to find a solution for model (2) with a single
input u;. Due to the particular form of A(t), the above

solution can be found step by step; every state % (t) is

derived from solutions for previous states. Noticing that
in frequency domain, state X, (s) is the result of adding

A

a pole 4, and a productive constant 4, to every previ-
ous state X (s). So in time domain, an extra decreasing

at

exponential e* is added to the dynamic response.
Approximation can be done to simplify solution (5) and
give more insights of the state dynamics. Below we
demonstrate this in three special cases.

Case 1) If eigenvalues a;;’s are significantly apart from
each other, then the eigenvalue with the smallest abso-
lute value, say a,,, will dominate the final result be-
cause its corresponding exponential e*' changes the
slowest. Hence the time spent to propagate a query is
controlled by the bottleneck peer m that has the lowest
processing power. According to (5), the influence of
peer m will be propagated to all its downstream peers.

Case 2) In addition to finding the propagation delay, the
dynamic solution (5) can be used to determine how the
distribution of eigenvalues affects the states. For exam-
ple, given two different eigenvalues a; and a,, the cor-
responding time domain state includes
el _ gt /‘ai_a2 , which achieves the maximum at

time t :‘In‘ai‘—ln‘az“/‘ai—aq‘. This clearly shows

that the larger the difference between two eigenvalues,
the faster the state reaches the maximum, with higher
potential of overloading the corresponding peer.



Case 3) If there are r peers having similar processing
rate a, then the solution of every following peer also
includes the dynamics with Laplace representation:

n
21/(3 —a)'. The corresponding time domain expres-
i=1

k-1

sion is Z et /i1, which is still dominated by the pro-
i=0

cessing rate a, although the time delay becomes a little

longer due to #’s. For each element in the above state

dynamics, the maximal data throughput is achieved at

time toe =—i/25 which is inversely proportional to the

processing rate a.

Above approximations give some insights of the dy-
namics of aggregated query and query propagation rate:

e When peers are of different processing power, the
slowest peer will dominate the query propagation
rate. And the larger the difference between peers, the
faster the aggregated query will saturate.

e When the peers are of similar processing powers,
their common processing rate will dominate the query
propagation rate, and the faster the processing rate,
the sooner the aggregated query will saturate.

e The above observations suggest a possible perfor-
mance improvement by adaptively updating the state
matrix A(¢) and query input matrix B(f) so that less
query traffic will be directed to the low-capacity
peers. This requires the knowledge of processing rate
of other peers, which could be obtained by exchang-
ing such information between neighbor peers.

Given the general model (1) and analysis, below we will
demonstrate how to apply them to some existing P2P
searching algorithms.

4.1. Pure Broadcast Search

Old version of Gnutella employs pure P2P query broad-
cast to all neighbors, which corresponds to the model
(1) where every element a;; in A(f) is at its maximal val-
ue as far as there is a communication link between peer
j and i, because every peer is supposed to forward all
received queries to all its neighbors. Matrix B(f) is
simply an identity matrix where diagonal elements are
1’s and all the other elements are 0’s, because every
requesting peer is supposed to initiate a query by itself.

In addition to the above generic analysis, we can derive
following characteristics specific to pure broadcast
search based P2P networks. Since B(f) is an identify
matrix of full rank, the controllability of overall system

is guaranteed by (4). This corresponds to the special
case that at least every peer can generate arbitrary que-
ries by itself which makes its own state controllable.
But in order for a particular query to reach any other
peers in the network, we still need (3) to be held, which
has the highest probability to be true in pure broadcast
search P2P networks because all available communica-
tion links are used for query forwarding.

Due to the full use of communication links in matrix
A(f), the state dynamics have their most complicated
form in (5), which makes queries most likely to be de-
layed by low-capacity peers. And the state has the high-
est probability to quickly reach the maximum.

4.2. Broadcast Search with Super-peer

In this kind of P2P networks, a small set of super-peers
are chosen to take responsibility of forwarding queries
for all peers in the system. Other peers only need to
send their indexes and queries to, as well as receive
search results from, its corresponding super-peer. To
model a super-peer based P2P network, we assume
there are n, (< n) peers chosen as super-peers, and each
super-peer i is responsible to a set of normal peers,
named Leaf(i). In model (1), for every super-peer i, a; =
0 and b; = 1 for any j e Leaf (i). This means that que-

ries from leaves are only addressed to their super-peers.
Therefore, we only need to model the dynamic states of
super-peers. We here ignore the data traffic of sending
indexes, queries and search results between a super-peer
and its leaves because they are relatively smaller than
query traffic among super-peers. The reduced model is:

X (8) = A ()%, (1) + B (D)u, (t) (6)
X, (0)=0

where state vector x (t) is of dimension ny and each
input query u,(i=1...,n,) is the summation of all que-
ries from ith super-peer’s leaves:

Ug= DU,
jeLeaf (i)
The controllability condition of the reduced model is
similar to (3), which implies that the selected super-
peers should be strongly connected to each other such
that every query can reach any other super-peers.

The solution to the reduced model (6) can be similarly
calculated by (5). So the previous generic analysis still
applies to the reduced model of super-peers. It is obvi-
ous that the query propagation rate is limited by the



super-peer of the lowest capacity. This means that every
super-peer should be carefully selected so that no low-
capacity peers are chosen — even one low-capacity peer
can significantly deteriorate the performance of the
whole system.

Intuitively, it is expected that the adoption of super-
peers will greatly improve the successful search rate —
hopefully proportionally to the number of leaves of a
super-peer. But the above analysis does not support this
due to a couple of reasons. First, the query propagation
rate, which is approximately proportional to the suc-
cessful search rate, is mainly determined by the pro-
cessing speed of super-peers. Hence the performance
improvement is determined by the ratio of processing
speed between super-peers and its leaves, not the ratio
between the number of total leaves in the system and
super-peers. Second, according to (5) and noticing the
linear nature of the model, when the input query of a
single peer, u;, in the general model (1) is replaced by
the aggregated queries from all leaves of a super-peer,
us1, in the specific model (6), the aggregated query data
x(¢) is also increased by a constant u,/u;. When the
aggregated query exceeds the available bandwidth of a
super-peer, it will be overloaded and the system per-
formance could even be worse in this case.

The above analysis shows that the performance im-
provement of super-peer based P2P networks highly
depends on the careful selection of super-peers. The
following selection policy should be followed:

e In order to increase the successful search rate by ¢
times, the lowest processing rate of all super-peers
should be about ¢ times faster than the lowest pro-
cessing rate of all leaves.

e In order to avoid overloading super-peers, the as-
signed bandwidth of a super-peer should be much
larger than a regular peer. It is preferred to provide at
least the summation of required bandwidths for all its
leaves.

4.3. DHT-based Search

DHT-based searching algorithms are using specific
routing table to forward queries in O(logn) hops, which
makes the searching process much more efficient than
broadcast based approaches. Using the general model
(1), for a particular input query for key £, after looking
up the routing table of size O(logn), it will be forwarded
to a single peer, and so on. If the query traverses m
peers, then the data throughput for each intermediate
peer is derived from (5) as:

u | dv/di=Ax+ Bu x
' x0)=0
K e

Fig. 1. System with feedback controller

O-UGTT L3 k=l..m
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Since there are only m = O(logn) peers out of n peers
being affected by a query, the cost due to searching
becomes less important. On the other hand, there are
other control overhead associated with a DHT based
searching algorithm. Further investigation is beyond the

scope of this paper.

5. Synthesis

Above we have investigated some existing P2P net-
works using proposed model and system analysis theo-
ry. It is shown that every approach has its own ad-
vantages and disadvantages. From the feedback control
point of view, however, modeling and analyzing of a
system is not enough if we want to achieve better sys-
tem performance. The synthesis of a system is em-
ployed to design a feedback controller so that the sys-
tem output will track what we desire automatically.
Looking at the general model (1), we notice that the
input query rate u(¢) has been assumed to be any value
chosen by the user. To synthesize the model, we will
specify u(f) by the form

u(?) = - K x(1), (7

which means that the input query rate u(f) will be
adapted according to the actual system output x(¢) (see
Fig. 1). Actually, we can control all the dynamics of
state x(¢) by choosing an appropriate feedback control-
ler K.

We here use Linear Quadratic Controller (LQC) design
method to synthesize model (1). For the sake of simplic-
ity, we assume that A(t) and B(t) are time invariant,
which is reasonable because even when an element is
varying, its update rate is much slower than that of state
x(?) so that it can be regarded as constant. Our objective
is to find a K such that the quadratic performance

J=[7[x" (t)Qx(t) +u' (t)Ru(t)]dt ®)



is minimized, where Q = M"M is positive semi-definite,
R is positive definite. Q and R are state and control
weighting matrices, respectively.

It is well known [19] that if both (4, B) and (4, M") are
controllable, there exists a unique optimal controller
u”(t) which minimizes the above quadratic performance
J, and the optimal X is

K=R'B"P°

where P’ is the unique positive definite solution of the
matrix algebraic Riccati equation:

A'P+PA+Q-PBR'B'P=0 ©)

Given 4, B, Q and R, however, there is no closed form
solution for P’. But there are many efficient numerical
computing methods, such as Schur’s algorithm [20], to
quickly find P’.

In order to apply the above controller synthesis method
to a real P2P network of n peers, however, the dimen-
sion n of the above matrices might be too large to calcu-
late P’. In addition, even if P’ can be found, when we
apply the feedback controller (7) to the real system,
each peer has to know the current state x(¢) for every
peer in the system, which is not feasible. Therefore, we
will apply the above synthesis method in a distributed
way: for each peer, we do the following steps:

o First construct a small local system model involving
the states of the peer itself and its neighbors;

e The peer communicates with its neighbors periodical-
ly in order to get correct 4, B, and x(?);

¢ Numerical computing method is used to find P’;

e K is further calculated from P’;

o Finally according to (7), the control input u() is cal-
culated from K and state x(¢).

This distributed synthesis protocol may not be able to
minimize the global performance J, but it at least
achieves locally optimized performance.

This synthesis algorithm implies that the user query rate
u(?) is actually not determined by users. Instead, it is
dynamically adapted based on the available communi-
cation resources and the states of neighbors. When users
generate queries faster than the calculated u(z), the cli-
ent software should hold some queries until the synthe-
sized u(f) becomes big enough.

The above synthesis algorithm aims at minimizing the
performance criterion (8) which tries to obtain the

smallest aggregated query state. In reality, however,
smaller aggregated query may limit the search range and
the number of successful search results. A better ap-
proach is that under the constraint of maximal available
bandwidth, we can assign the desired bandwidth, denot-
ed as x,.;, which should be consumed by peers in order
to get satisfactory searching results. Given x,, the
above synthesis can be slightly modified to deal with
the difference between the real state x(f) and reference
state x,... Define:

€= X,op— X.
Then the new quadratic performance is defined as

J. =["[e" (t)Qe(t) +u" ()Ru(t)]dt.

Under the same conditions, the new control input # can
be found as:

u=—R™"B(P°x— 1), (10)
where P’ is the solution of (9), and x is calculated by
#=[(A-BR'BTP)"]"Qx, (1n
6. Summary

This paper presents a general mathematical model for
the dynamic behaviors of query during P2P searching.
The model is a state space representation involving the
aggregated query, network topology and bandwidth, and
host processing power. Modern control theory is em-
ployed to analyze the stability, controllability, and state
dynamics. The range of queries is analyzed by control-
lability, while the query propagation rate is determined
by the state dynamics which can be explicitly solved
from the model. The proposed model and analysis
methods are applied to existing P2P networks. The syn-
thesis of the proposed model is also presented based on
optimal feedback control theory, which adaptively ad-
justs peer’s query rate in order to track desired network
bandwidth usage automatically.

This is one of the first attempts to model, analyze, and
control P2P searching using feedback control theory. It
builds a generic theoretical framework for analyzing the
dynamic behaviors of current and future P2P searching
algorithms. Future study will be focused on applying
feedback control theory to model, analyze, and synthe-
size P2P data downloading and the combined perfor-
mance due to both searching and downloading, as well
studying the performance of P2P networks in mobile
wireless environment.
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